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Senior Mobile Security Engineer
Description
Why Deliveroo? At Deliveroo, our mission is to transform the way you shop and eat,
bringing the neighbourhood to your door by connecting consumers, restaurants,
shops and riders. To achieve that, we’re building a company where everyone can
belong and do the best work of their lives. As a Mobile Security Engineer, you will
work with IT and engineering teams daily to ensure applications and products have
been developed and deployed securely. There will be a constant need for you to get
hands-on to identify or help resolve issues whilst looking at ways to lead automation
and consistency in adopting a mature approach to security. Reporting to the Head
of Product Security, this hands-on technical role will work on a range of security
projects. You will directly influence the security posture of many applications and
products across the company to ensure that security plays an important part in the
development and engineering life cycles. The role can be either based in our
London office (nearest tube Cannon Street/Bank) or be UK remote based. What
you’ll do: Be one of the central points of contact with the business with regards to
mobile security.Work with important partners to ensure that security is built into the
design of our mobile applications across the business.Promote mobile security and
the use of advanced security controls and testing methodologies across the
business..Integrate and maintain important security controls and technologies for
the Security team to support Mobile Security.Deliver security automation at scale
throughout the company to ensure high speed, automated security testing
throughout the delivery pipeline.Analyse our mobile applications to identify
important security risks and recommend security improvements.Support
vulnerability assessments and security testing.Work with engineers to fix
vulnerabilities and writing fixes yourself.Work on the product security engagement
plan, to educate engineers by scaling up security champions. Requirements You
will have at least 4 years experience working as a Mobile Security Engineer with
further hands-on experience in security (Such as application security).Bachelor’s
degree in computer science or equivalent practical experience.Security
certifications such as CISSP, CEH, SANS, CREST, and OCSP.Background or
hands-on knowledge in Mobile development.Experience of Mobile security pen
testing methodologies.Familiar with security reinforcement of mobile applications,
experience in reverse analysis of client applications.Master the common security
vulnerabilities and solutions of the mobile client, and be familiar with the security
testing and vulnerability detection.Understanding of encryption and cryptographic
protocols, including SSL / TLS, AES, and RSA.Experience using the following tools:
Hopper Disassembler, Radare, IDA Pro, Jeb, Jadx, Burp Suite Pro, Xcode,
Android, Studio, ADB, Apktool, YARA, Frida, Objection, Cycript, Theos, Cydia
Substrate, Magisk.Familiarity with multiple programming languages, especially:
Kotlin, Objective-C and SwiftFamiliarity with DevSecOps tooling, testing and
automation frameworks.Be able to perform mobile application security
assessments. Workplace, Benefits & Diversity At Deliveroo we know that people are
the heart of the business and we prioritise their welfare. Benefits differ by country,
but we offer many benefits in areas including healthcare, well-being, parental leave,
pensions, and generous annual leave allowances, including time off to support a
charitable cause of your choice. Benefits are country-specific, please ask your
recruiter for more information. We believe a great workplace is one that represents
the world we live in and how beautifully diverse it can be. That means we have no
judgement when it comes to any one of the things that make you who you are – your
gender, race, sexuality, religion or a secret aversion to coriander. All you need is a
passion for (most) food and a desire to be part of one of the fastest growing startups
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in an very exciting space.Please mention the word **DELIGHTED** and tag
RMzUuODYuMTgyLjE0OA== when applying to show you read the job post
completely (#RMzUuODYuMTgyLjE0OA==). This is a beta feature to avoid spam
applicants. Companies can search these words to find applicants that read this and
see they’re human.
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